PCI DSS 4.0 Requirements
, 2025]

[Coming April 1st

GoSecure is unparalleled; our complete service offering guarantees a response to all the PCI DSS 4.0 new requirements. Let us
identify the solution that's right for you, and stay ahead of the curve by contacting us at +1-855-893-5428.

TODAY 'S REQUIREMENTS

Can use a simple anti-malware. Portable media
was not in scope for anti-virus.

No specific requirement for phishing attacks.
Manual log review is possible.

No requirement for merchants for promptly
responds to critical control failures.

Non-authenticated internal vulnerability scanning.

ASV scanning optional for small e-commerce
merchants.

No requirement for temper detection on HTTP
headers of payment pages.

A general risk analysis is required.

PCI DSS 4.0 NEN REQUIREMENTS

Could use continuous behavioral analysis to avoid
replacing passwords every 90 days and scan
portable devices.

Protect personnel against phishing attacks.

Automated mechanisms must be used to
perform audit log reviews.

Merchant must now promptly respond to critical
control failures.

Internal vulnerability scanning must be
authenticated.

All e-commerce merchants must now run a
quarterly ASV scan. (Required on April 1st, 2024)

Evaluate and detect changes to the received
HTTP header.

Targeted risk analysis is required to evaluate the
frequency for multiple controls.

No direct requirement to prevent PAN being copied Obligation to prevent copy or relocation of PAN

out of the CDE.

Incident response requirements are minimal for
most merchants.

GOSECURE.NET

when using remote access technologies.

Requirements for incident response for merchant
using SAQs are more complex, sometime
requiring 24/7 coverage.

MEANING FOR YOU

Failing to comply to the new
PCI DSS 4.0 requirements on
April 1st, 2025, can result in

various detrimental effects.

Stay proactive to ensure
business continuity while

upholding PCI DSS compliance.

HOIl GOSECURE CAN HELP YOU MEET THE
PCI DSS 4.0 REQUIREMENTS

GoSecure Titan® Managed Extended Detection &
Response (MXDR)

GoSecure Titan® Inbox Detection and Response
(IDR)

GoSecure Titan® Managed Security Incident &
Event Management (SIEM)

GoSecure Titan® Managed Security Incident &
Event Management (SIEM)

GoSecure Titan® Vulnerability Management as a
Service (VMaas)

GoSecure Titan® Vulnerability Management as a
Service (VMaas)

Endpoint Detection & Response

GoSecure® Professional Services

GoSecure Titan® Managed Extended Detection &
Response (MXDR)

GoSecure® Professional Services
Incident Response Retainer
Tabletop Exercise

CONTACT US:

+]1-855-895-5428


http://gosecure.net/

