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> IMPORTANT NOTE

This process is only necessary for existing IDR users. If you are setting up IDR for the first time, please follow
the standard setup process instead. The following steps are not required for new IDR setups.

As an IDR user, you are probably aware that the IDR Service needs access to your Office 365 Mail to perform its
functions. Due to the upcoming IDR 5.9 release, we have updated the permissions (Azure Scopes) that IDR
requires to operate effectively.

To ensure that IDR continues to work correctly with your Office 365 Tenant, we need you to grant the IDR
applications these new Scopes of access. This action must be performed by an Administrator.

The following steps will guide you through the process of granting the necessary permissions to the IDR
applications:

1. Log in to the Entra Admin Center by navigating to https:;//entra.microsoft.com/ using an account with
administrative privileges.

2. In the Entra Admin Center, use the search bar to find the Enterprise application "GoSecure IDR Prod Azure

Admin" by entering its ID: 3be24644-4ec6-4419-ac69-e6961a3a8b8e. NOTE: you must use the main Entera
Search bar as shown below:

Microzoft Entra admin center F' Ibal At Let- AU 500G 60301 3100004

an Detumesttion (2] (oneeprte Appbeatens (1] Sanens 10 Users 3 Greps 1

Decumentition
& Favorites b
Pw-Ariufegy pteil iServerRephcation (Ar Mugras) Compute bendhmark scores for Azure 'Windows Wivs - Apure Wity nne
& idenzity ~ Entweprise Applicstions
@ overven
i 8 fam
ol age. We
H o
Laarn maore aboet Microsolt ntra
B Deies w
B zopbcanons ~
Erserprite spplcation
Agp gt
& Promdion - Lo sbout Microsalt Entia Satup guides
B sdentity govermance e Explore the Micrasaft Entra product family BN fpusde ma yons Tty 55 DOt TR SNt yins b
ct v warilly e [0] n
B Cernal arenas i oy paemiggiton, pou) gusiaety nel vl aereo s <8107 % 4 Bermtot v et et alom
o
e Show moie \
\ %) Syne usens from yeur ang's disectedy
Lt T Gt 10 i o By s B s 04 ey
&  Peotection b
& sdentity gavemance b ' \5
B Verified 10 b
i st s [T
b Parmitsions Mansssrent =
Top recommended actions. Biting
& Learn & nppent e
Your Identity Secure Score is 31.07% 1 purchased licenses and 0 subseriptions

3. Click on the "GoSecure IDR Prod Azure Admin" application to open its Overview page.
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4. On the application details page, locate the "Security" section in the left-hand menu and click on the
"Permissions" label.

5. On the Permissions page, find and click the "Grant admin consent for [yourcompany]" button.
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6. If prompted, select an account with the necessary administrative privileges to grant admin consent. This is
typically a global admin account. After selecting the appropriate account, you should see a screen like the one
shown in the screenshot below:
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pneuman@edgewavedemo.com

Permissions requested

Review for your organization

GoSecure IDR PROD Azure Admin
GoSecure Inc #&

This app would like to:

s Read applications

Access mailboxes as the signed-in user via Exchange
Web Services

<

Read and write all groups

Read and write access to user mail

Read and write user and shared mail

Maintain access to data you have given it access to
Sign in and read user profile

Read and write all users' full profiles

Read and write user and shared mail

¢ <K<K

Use Exchange Web Services with full access to all
mailboxes

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change thase permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Cancel ' Accept |

> IMPORTANT NOTE

Please ensure that you scroll down and click the "Accept” button located at the bottom left of the screen to
grant the required permissions.
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7. After successfully granting admin consent, you should see the following in the permissions pane:
(You may need to hit the refresh icon in upper left to reflect the new permissions)
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Congratulations! You have now completed the IDR Permissions update process. By granting these new
permissions, you have ensured that IDR can continue to operate correctly within your Office 365 tenant.

If you have any further questions or concerns, please don't hesitate to reach out to our support team for
assistance.
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