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BENEFITS

Conducting a Portfolio Cyber Risk
Oversight, whether before or after
investing, allows private equity
firms to make informed decisions,
reduce risks, and foster a secure
and resilient portfolio. Choosing
GoSecure for a Portfolio Cyber Risk
Oversight empowers companies in
making astute investment
decisions.

e Preserve Investment Value

e Surprise-free Due Diligence

e Benchmark yourself against
the industry

» Reputation Protection

o Competitive Edge

e Value Addition Opportunity

» Safeguard Resale Value

e Value-driven Risk Management

Leveraging GoSecure's expertise
ensures robust  cybersecurity
measures, informed choices, and
long-term success for secure
future investments.

2024

GOSECURE PORTFOLIO CYBER RISK OVERSIGHT

[Preserve And Optimize The Value Of VYour Portfolio

Companies By Right Sizing Their Cyber Risk Programs]

Cybersecurity remains a critical concern for numerous organizations, particularly for
private equity (PE) firms and their portfolio companies, as they strive for optimal
performance. '

Impact of Cybersecurity Breaches
Losses stemming from downtime, reputational damage, and compliance liabilities
significantly diminish the value of portfolio companies.

7.5%

Average stock value >
decline after a
breach (1)

11.9%

Average NASDAQ
underperformance 2
years post breach (1)

9.44M

2022 US average >
incident cost (1)

Investor Responsibility

As investors, it is imperative to exercise oversight over the cyber risk of portfolio
companies. This is crucial to maximize their value and fulfill fiduciary responsibilities
related to risk management.

GoSecure's Portfolio Cyber Risk Oversight Solution

GoSecure offers a tailored solution designed to assist professional investors in
meeting their risk oversight obligations. Employing a "trust but verify" approach, the
service analyzes the cyber risk posture of portfolio companies and delivers practical,
actionable reports and recommmendations for portfolio managers.

Focused and Practical Assessment Framework

GoSecure’'s approach for the assessment is
performed with a methodology built on leading
international information security standards and
best practices. This approach is based on a
referential model covering strategic, operational,
and technological aspects of cyber security.

THREAT
DATA
COLLECTION

CONTINUOUS
RISK
MONITORING

Consolidated Reporting for Investors
GoSecure ensures investors have comprehensive
visibility into the portfolio-wide technology risk
posture by providing consolidated reporting and
metrics. This facilitates a better understanding of
the overall risk landscape.

ALERTING AND
REPORTING IN-DEPTH

ANALYSIS

1- https//hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach

[CONTACT US: +1-855-893-5428]


http://gosecure.net/
https://hbr.org/2023/05/the-devastating-business-impacts-of-a-cyber-breach
http://www.gosecure.ai/

Continuous Portfolio Assessment

Portfolio firm assessments should be conducted periodically to monitor investments in risk reduction,
especially given the dynamic nature of the threat landscape.

Comprehensive View through the GoSecure Titan® Platform

Through our GoSecure Titan® Platform, we offer a comprehensive view of portfolio companies'
cybersecurity. It consolidates data, providing interactive visualizations, empowering portfolio managers
to make informed decisions, mitigate risks, safeguard investments, ensure compliance, protect
reputations, and unlock opportunities for enhanced value and return on investment.
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GoSecure is a recognized cybersecurity leader and innovator,
pioneering the integration of endpoint, network, and email threat
detection into a single Managed Extended Detection and Response You r aII
(MXDR) service. The GoSecure Titan® platform delivers predictive

multi-vector detection, prevention, and response to counter modern I'd
cyber threats. GoSecure Titan® MXDR delivers rapid response and to Conso I ate’

active mitigation services that directly touch the customers’ network I & h —
and endpoints. For over 20 years, GoSecure has been helping evo ve t rlve
customers better understand their security gaps and improve their

organizational risk and security maturity through MXDR and
Professional Services solutions delivered by one of the most trusted

and skilled teams in the industry. To learn more, please visit:
[ ]|GOSECURE
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