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[Centralize,
correlate, maintain
and report on
security health data
from applications,
systems and devices
with managed support
options.

WHAT IS
MANAGED SIEM?

Security Information and Event
Monitoring (SIEM) tools gather,
process and analyze information
from systems, applications and
devices to generate security health
data, as well as incident and event
information, such as alerts.

SIEM spans entire environments,
collects mass amounts of data, and
looks for issues and errors through
the logs it records.

GoSecure Titan® Managed SIEM
delivers centralized security health
information without the burden on
the in-house team of developing
and maintaining the SIEM tools.

GoSecure combines best-in-class
tools with proprietary threat
intelligence built over years of
operational experience, and
research to help clients shape a
platform that delivers the right
intelligence for them with fewer
false positives.

TITAN

GOSECURE TITAN® MANAGED SECURITY 0023
INFORMATION AND EVENT MONITORING (SIEM)

[Centralize your security]

GoSecure Titan® Managed Security Information and Event Monitoring
(SIEM) services combine comprehensive visibility across IT environments
within a centralized tool, with easy-to-understand dashboards and robust
reporting. GoSecure Titan® Managed SIEM focuses on rooting out malicious
behavior and limiting alert fatigue. Our systems have use cases built on the
MITRE ATT&CK framework. We have a library of more than 300 pre-built use
cases.
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REASONS TO CONSIDER GOSECURE TITAN® MANAGED SIEM

« Working with a single tool to manage, filter and analyze data from
numMerous sources improves the ability to potentially spot threats and
traces of malicious activity that may have previously gone undetected.
Speeds up the time to verify potential issues by applying use cases to
identify high-risk, high-confidence threats and limit false positives.
Can help organizations meet compliance monitoring and metrics
requirements—with the ability to define parameters for logging and
storage of data as well as provide extensive reporting capabilities.

The GoSecure Titan® Managed SIEM offering constitutes the natural and
upgraded evolution of the NDR component included in the GoSecure
Titan® MXDR service.
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GOSECURE TITAN® MANAGED
SIEM OFFERING

SERVICE COMPONENTS Managed SIEM

Virtual Log Collector v

Predetermined Relevant Security Event Sources and Number of Connectors v
« Datacenter Firewall

« Remote Office Firewall

« Windows Events Forwarding (WEF)

« Cloud Service (e.g., Azure, AWS, 0365, GCP, etc.)
« Endpoint Security Platform (NGAV/EDR) v

Network Monitoring

o Detections and Alerting Based on Log Ingestion and Security Events v
Access to SIEM Platform and Dashboards v
Recurring Workshops with GoSecure Threat Hunters

e Custom Use-Cases v

o Custom Playbooks

« Ongoing Operational Support and Fine-Tuning
Triggered Alerts Statistics and Reporting v
GoSecure Proprietary Use-Cases v
Additional Virtual Log Collector and/or Log Source Connectors Pack Optional
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GoSecure is a recognized cybersecurity leader and innovator, pioneering the
integration of endpoint, network, and email threat detection into a single
Managed Extended Detection and Response (MXDR) service. The GoSecure

Titan® platform delivers predictive multi-vector detection, prevention, and Your ally

response to counter modern cyber threats. GoSecure Titan® MXDR delivers -

rapid response and active mitigation services that directly touch the customers’ t I d t
network and endpoints. For over 20 years, GoSecure has been helping o conso I a e'
customers better understand their security gaps and improve their

-
organizational risk and security maturity through MXDR and Professional eVOIve & thrlve

Services solutions delivered by one of the most trusted and skilled teams in the
industry. To learn more, please visit:
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