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-l PHISHING

Phishing has become the
main IT threat targeting
businesses in the digital age,
making it a major topic of
discussion these days.
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BETTER -
PROTECTION

AGAINST TRARIVE  CONSOLIDATE
SUSPICIOUS EMAILS CONSOLIDATE

[What to do when you receive an email] m O

1. Determine the source of the e-mail
P o

2. ldentify the actual sender L

3. Examine content




* DETERMINE THE SOURCE OF THE EMAIL

|

= When you receive an email, the first step is to
distinguish between those from colleagues and
those from external senders.

= |t's essential to note that emails from external
senders potentially present a higher threat.



" IDENTIFY THE ACTUAL SENDER

_I

To identify the sender, it's ESSENTIAL to rely on the
email address rather than the name displayed in
Outlook.

An e-mail address in the format <expeditor@domain>
offers you the possibility of discerning the email's origin
by identifying the sending domain.

However, hackers frequently trick their victims into

using the name displayed, as it is easily customized to
gain the recipient's trust.



* EXAMINE CONTENT

|

A suspicious email usually has one or more of the
following elements in its content:

= An urgent or emergency situation is conveyed

= Adirect threat
= Alink to an unknown domain

= A potentially malicious attachment



* THE “HALT” TECHNIQUE

= Over hyperlinks to see where they REALLY go!

CAUTION: External sender

N https://emailanalytics.com/
SAELINE R UIRNINY > | o mail-security-best-practices-every-pr

ofessional-must-know/
Ctrl+Click to follow link

ANALYSE

= The domain part of the email address
= Should be a valid organization

= Should be consistent
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LOOK

Valid = www.walmart.com

Not Valid = walmart.com

Valid = help@walmart.com

Not Valid = help@wal-mart.com

TEST

= Google it!

= Check for the real address
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WHAT TYPES
OF EMAIL
SHOULD |

SUBMIT TO
GOSECURE
IDR?

GoSecure Confidential -

[]GOSECURE




[]GOSECURE

® WHEN IN DOUBT, YOU
SHOULD SUBMIT

O

Any email which may appear to be internal with a
request to change direct deposit information or an
odd request from management to do something for
them, a lot of times the sender is being spoofed in
those cases.

Any email from an unknown sender with a request
for anything from services to products to billing.

Any email that seems out of character from a known
sender (even known and trusted contacts can and
do get compromised). The email might be an
unexpected link or document or their tone in the
body of the email may have changed.

Any email that is asking you to complete a signing or
to review a document. Any email that contains an
attachment, especially a zip file or office document
such as .doc or xls.

Any email that raises your suspicions
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How Microsoft, Rockwell Deploy Al for Faster, Cleaner Design

To

@ CareersinfoSecurity Enews <enews@careersinfosecurity.com:=

@ If there are problems with how this message is displayed, click here to view it in a web browser,
Click here to download pictures. To help protect your privacy, Outlook prevented automatic download

GaSecure IDR

USE THE GOSECURE IDR
BUTTON

Ve
r
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Translate foom Send to GoSecure Viva
= OneMote IDR Insights

Language Zoom OneMote | GoSecure IDR| Add-in

v EEI'_ cee
Move & Delete

u Send to OneNote

% Junk

% Rules

Respond

@ Meeting

E Reply with IM
L3 Reply All with IM
| Forward as Attachment
&, call

Find

%f Browse Groups
Speech

A)) Read Aloud
GoSecure IDR

ﬁ@ GoSecure IDR
Add-in

& Viva Insights

v
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AND SUBMIT THE
EMAIL FOR ANALYSIS

GoSecure IDR

Ernail is not reported yet

L@ GoSecure IDR ® I

‘ © Submit email for analysis

B 2L
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IPHONE

On an email click the ellipses

3:36 all T @)
< SR

Researchers Uncover Chinese Hacking Cyberespionage
Campaign

Paul Neuman
To You

Paul Neuman
IDR Manager / Gestionnaire des IDR
[IGoSECURE

From: DataBreachToday Enews <enews @databreachtoday.com=
Sent: Wednesday, June 19, 2024 8:42 AM
To: Paul Neuman <pneuman@ gosecure.net>

Subject: Researchers Uncover Chinese Hacking Cyberespionage
Campaign

the Network | J

NEWS WEBINAR
Researchers Uncover Chinese BEC Aware: Lessons from a
Hacking Cyberespionage Former Gartner Analyst
Campaign by

A Chinese threat actor used state-sponsored NEWS

techniques to carry out a cyberespionage Ransomware Goes Pro, Warns

campaign targeting a major organization's Expert
networks after exploiting legacy technology to by Mathew
gain multiple footholds across the enterprise
infrastructure, researchers said in a Monday
blog post.

WEBINAR

1 iem Wi o | € s i e e
€~ ~ Reply
— 50
] Elp 88
Mail Calendar Feed Apps

Click the IDR button

o 5]

GoSecure Send to More

OneNote Add-Ins

Mark as Read

Flag

Reply

mabl

Reply All

mabl and QA Global

Forward
Forward as Attachment

Delete

Cancel

GoSecure Confidential -

[]GOSECURE




ANDROID

On an email click the ellipses

ax =,

&« g w B

LAST CHANCE! Learn about Semantic
Search as Service at a Search Center Of
Excellence

@ The Elastic Team
Paul Neuman

Semantic Search as Service at a
Search COE

Register now

Scroll down and click the IDR
button

15:59

s © 6 B

Mark as read

Flag

Reply

Reply All

Forward

Forward as attachment

Print
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WHERE TO FIND IDR ON O365 -
WEB AND ON THE NEW L@ GoSecure IDR X
VERSION OF OUTLOOK MESSAGE SUMMARY

Sender: pneumani@gosecure.net
Subject: Re: IDR

Received: 4/29/2024, 9:15:12 AM

@ 4 Reply # Replyall ? Forward & L EHINEEE
Mon 4/29/2024 917 AM
RECENT ACTIVITY
B # of emais
1.0
Q, Find an app o
03
07
v 0.6
05
0.4
03
Copilot for Sales Send to Viva Insights 02
OneMote .

B s Pending Safe Threat Caulion Failure
L
_ 024 917 AM You have prevented 0 attacks in the last 30 days

Share to Teams Go5ecure IDR

Add apps
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Reportad emalls

o GoSecure IDR X
{9 Gosecure IR x »

Status Subject “ logs from Mon Mow 13 2023 11:33:24 GMT-0800 =~

Pacific 5tandard Time)
v Safe Verification code

A Spar [ADV] Types of managed sarvices for vion, 13 Nov 2023 19:33:24 GMT »> GoSecure IDR
boosting IT infrastruciure = applontaload == AppContext load start

[ Czution Debctvats the THT Vian, 13 Nowv 2023 19:33:24 GMT »»> GoSecure IDR
» configurationProviderload »» Loaded settings
rom mailoox:

“serverMame’'gsaccess devgosecuranet’, currenil
Erguage’'en’ 'mocelld" Mergea|170(ThreatTest|0"
vion, 13 Mowv 2023 19:33:24 GMT » > GoSecure IDR

= applontaxtload »> Saved token for mailoox

‘pneuman@gosscuranet’ s 2boE3c98-0529-
I Fending M3a5-8640-d5f12a66c3ch Email is not reported yet

I Safe vion, 13 Nov 2023 19:33:24 GMT »» GoSecure IDR © Submit email for analysis
B Threat > Add-in version »> v1.2.1.0
Caution vlon, 13 Nov 2023 19:33:25 GMT »» GoSecure IDR
B Filure ‘ = siariScresn.getterverinfo ==
"Branding":6,"CentralAdminUrl":"htips://gsmanage.
."""—" Hevgosecure netdds/Centralddministration’, " Centr
BlLeginUrl™:"nttps://gslogin.devgosecure net:443/co
htentACCESSLogin/™,"ContentWebUr™:"™ "Current™ -
bde""c&f870b2-040c-4200-3bat-

Your threat accuracy rate is m

Statistics Support Logs
a4 GoSecure IDR +1.2.10 % .h 1’ » GoSecure IDR +1.2.1.0 &% .h 1 ® GoSecure DRVI210 A o 2

Repaorted emails
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DECISION
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GREEN LIGHT

Good To Go!

This response indicates that the e-
mail is not malicious, which has led
GoSecure to place it in your inbox.

This means that the service has not
clearly identified that the e-mail is
malicious, but it has spotted
elements that raise doubts about its
legitimacy, leading to the email
being quarantined or returned to
your inbox depending on your
organization's security settings.

If the email was returned to your
inbox, we recommend that you
contact the sender via phone before
completing any request.

[]GOSECURE

RED LIGHT

We've found a threat!

This response indicates that the e-
mail is suspicious, which has led to it
being quarantined.

16
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Why do |l get a -
when | = Wle recommend that
submit an you contact the

. . sender via phone to
Internal email confirm any request

to GoSecure
for analysis?
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What should | .
. . = Change your password

do if | realize immediately

I've clicked on . 1nform your security

a dubious link  team

in a fraudulent = Be sure to notify
email,, your manager -

19
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.
Can | recover " 0f course, you can

ask your company’s

an email IT support team to
quarantined 1lift the quarantine

placed on an e-mail

by Gosecure? by GoSecure.

20
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Our team = This indicates that a
o member of your team had .
recelved an concerns about this
email but it email. They submitted it
d to GoSecure IDR for
seems to have analysis and received a
disappeared from , or red
o warning. As a result,
a" Oour |nboxes- the email has been
Can you explain removed from all inboxes —
> and placed in
WhY- quarantine.

21
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I have m Your IT support team i
concerns will always be your

abOUt first point of

o contact for
Cybersecurlty° assistance on IT and
Who should I cybersecurity

contact? Lssues. -

22
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Thank you!

© GoSecure 2023. All rights reserved.


https://www.gosecure.net/
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