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GoSecure is a recognized global leader and
innovator in cybersecurity solutions. We
believe people make technology better.
With focus on combining the best of
technology with skilled people, GoSecure
has become the trusted cybersecurity
advisor to organizations of all sizes, across
all industries. Our expert cybersecurity
staff works as an extension of your IT
operations across the endpoint, network
and inbox... and beyond.

ADVISORY SERVICES

Optimize Cybersecurity Programs

The threat landscape changes every day. Attacks, such as ransomware, are on the
rise. Preparation is the key to protecting the people, technology and data of an
organization. So, how can organizations know if they are PREPARED to protect
against a breach or respond to an attack if needed?

GoSecure offers a comprehensive set of end-to-end solutions to help organizations
evaluate cybersecurity maturity, risks and gaps. The experts at GoSecure can
assess existing technologies and collaborate with in-house resources to ensure that
insights are actionable and practical - while delivering real-world solutions that
enhance security posture.



-1 GoSecure Breach Readiness Services | Prepare for Cyberattacks

GoSecure Breach Readiness Services test and sharpen incident response capabilities and prepare
organizations to respond when a breach happens.

« The GoSecure Breach Readiness Assessment (BRA) offers a comprehensive evaluation of
incident preparedness from business continuity to incident response and through disaster
recovery, ensuring that the people, processes, tools and policies are ready when a breach
happens.

+ GoSecure Tabletop Exercises are custom-designed, real-world exercises that test tools,
processes, polices and people with emphasis on group problem-solving under pressure.
Communications, documentation and cross-functional engagement are also evaluated
throughout the exercises.

GoSecure Custom Cybersecurity Consulting Services | Put Our Experts to Work for You

Our team spans security disciplines to deliver proactive advice and recommendations to improve
security posture tailored to your organization’s needs.

+ GoSecure Custom Cybersecurity Consulting engagements are designed to meet the specific
needs of your organization and optimize your cybersecurity programs. We assist organizations
who want to focus on building proactive solutions to some of the biggest challenges in

cybersecurity today — from how to defend against breaches to plans for recovery after an attack.

+ Our engagements can include, but are not limited to, customized tabletop exercises, immersive
offensive exercises and custom testing, threat simulation and threat emulation, threat
intelligence workshops and briefings, technology and architecture strategy reviews, compliance
and third-party risk policy / program reviews.

Don't see what you are looking for? Contact us to learn about our full range of custom consulting
expertise.
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GoSecure Cybersecurity Assessment | Understand and Improve Security Posture

Gain a comprehensive understanding of security posture, risks and gaps with a GoSecure
Cybersecurity Assessment (CSA) - providing actionable insights into cybersecurity posture and
delivering practical recommendations based on your organization size, industry, etc. Choose from
three packages.

* The CSA Elite and the CSA Enterprise packages both offer a comprehensive review of security
posture. The package options vary based on the detail of analysis needed and breakdown of
security elements reviewed. Both will deliver important insights that can help your organization
drive security roadmaps and develop strategies to ensure you are getting value and results from
your security technologies. Recommendations will focus on risks and issues in the industry
associated with your organization.

+ The CSA Essentials package is based on our Enterprise offering but streamlined and focuses
exclusively on the areas that have the highest likelihood of incidents and breaches for your
organization's industry.

GoSecure Incident Response Services | Respond and Recover Faster

A cyberattack can happen to an organization at any time. GoSecure Incident Response programs
prepare organizations to contain, resolve and recover from breaches faster, minimizing operational,
financial and reputational impact. GoSecure offers both retainer programs and emergency incident
response services based on NIST SP 800-61r2 and SANS best practices.

+ GoSecure Incident Response Retainer (IRR) - When a breach happens, organizations with a
GoSecure Incident Response Retainer in place have priority access to experienced professionals
to help quickly contain and address the issue. IRR clients benefit from a team who already knows
the systems, processes and people at your organization thanks to the Response Roadmap
developed during the onboarding process.

+ Emergency Incident Response (IR) Services - The Incident Response team can provide
emergency services with a short-term engagement. We offer access to security professionals who
can help navigate through emergent incidents on a case-by-case basis.

“It (the Cybersecurity Assessment ) was incredibly useful, done in a
sympathetic way. Of course, it generated two years of work, but it
got us to where we are—decent firewall, decent switches, decent

integrations with endpoints—all those pieces. If we had not done
that security assessment, | don’t think we would have gotten to
where we need to be.”

- Alan Tottman Director of Information Management and Technology
Nova Scotia Pension Services Corporation




GoSecure Red & Purple Team Services | Improve Your Defenses

Red Team and Purple Team services can help you improve your security posture, deliver enhanced
& & cybersecurity defenses and help better prepare your team to respond to real-world attacks. All
engagements are custom-designed to the specific needs of your organization.

+ GoSecure Red Team strategic engagements combine multiple available attack techniques with
experienced security professionals to the test the in-house reaction and detection capabilities at
an organization.

+ GoSecure Purple Team strategic engagements take a 'test, fix, test again, repeat’ approach to rapidly
improve security posture for organizations through a long-term, collaborative engagement with
in-house teams.

* Collaborative Threat Hunting engagements can be offered after a Red or Purple Team service or

as a stand-alone. These custom-designed services will help enhance threat hunting skills for the
in-house team by working with GoSecure experts on a real-world threat hunt scenario.

“A Purple Team engagement allows an organization to pinpoint
strengths and weaknesses in people, processes and technology in a

safe environment-before the threats become a reality.”

- Maxime Nadeau, GoSecure Ethical Hacker

01 Va GoSecure Privacy & Compliance Services | Improve Data Protection

@ & GoSecure Privacy & Compliance Services evaluate and improve data protection and privacy
- —p Practices to help achieve compliance goals.
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« A comprehensive Privacy Practices Review and Privacy Practices Assessment delivered by the
trusted privacy and security experts at GoSecure will evaluate the current privacy programs in
place, assess the regulatory landscape that applies to an organization and help improve
compliance with regional, national and international data protection standards.

+ GoSecure offers Payment Card Industry Data Security Standard (PCI DSS) services.GoSecure is a
Qualified Security Assessor in Canada and can conduct a full assessment resulting in a Report on
Compliance (ROC), as well as assist organizations who need help withthe Self-Assessment
Questionnaire (SAQ).

GoSecure Penetration Testing Services | Test Your Defenses

Rely on Penetration Testing from GoSecure to help identify the impact attackers can have on an
organization. The Offensive Security Certified Professional (OSCP) team at GoSecure can offer
engagements based on your threat model, including industry and technology stack.

+ Our team delivers engagements that will identify where and how adversaries can target your
organization, including internal and external networks, web applications, mobile apps, wireless
networks, endpoints and mobile devices, physical security and social engineering/ phishing
attacks.

+ GoSecure also has the specialized skills to assist with code review, SAP testing, cloud testing and
embedded device/IOT/SCADA/industrial device testing, and other custom engagements.

GoSecure Security Compromise Assessment | Find the Threats

A GoSecure Security Compromise Assessment (SCA) can help find the hidden threats that
automation alone may not detect.

* The SCA combines 60 days of GoSecure Titan® Managed Detection and Response (MDR) with
skilled, experienced human threat hunting, which delivers an edge over pure automation that can
find threats that could potentially compromise current or future operations.

* The SCA can identify potential risks to your networks, endpoints and more. Your organization will
receive a comprehensive report that explains our findings in detail.
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Contact Information

@ Tel: 855-893-5428
24/7 Emergency: 888-287-5858
@ sales@gosecure.net
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